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hT B : Shodan

’.‘ SHODAN Explore Downloads Pricing & ip:140.112.41.0/24 Q Account

il View Report & Download Results Ll Historical Trend [ Browse Images [ View on Map ‘Q Advanced Search
Product Spotlight: We've Launched a new API for Fast Vulnerability L ookups. Check out

140.112.41.252

xdn4 10252 ee.niu_edu.tw

Taiwan, Taipei

i 1.88881525873

Remote Desktop Protocol 140.112.41.53
xdn41053.ee ntu.edu.tw

nginx

OpenSSH *" Taiwan, Taipei

Apache httpd

Apple remote desktop vnc

301 Moved Permanently
Linux 140.112.41.126 /1.1 281 Moved Perman
chopin.ee.ntu_edu.tw

Windows 11 (version 22H2) (build 10.0.22621) T SO SRR

Mac OS X Taiwan, Taipei

Windows (build 10.0.19041) E alive
s:i//148.112
Synology Router Manager (SRM) 1.2.5-8227 (X ) : 15 mo
am ORIGIN

st nosniff

https://www.shodan.io/
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https://search.censys.io/

HEBI T A : Censys

Labels:

41 remote-access
23 network-administration
7 file-sharing
6 login-page
6 network.device.vpn
® More

Autonomous System:

60 NTU-TW National
Taiwan University

Location:

60 Taiwan
Service Filters

Service Names:

47 HTTP

37 SSH

21 UNKNOWN

14 RDP

8 NETBIOS
® More

Ports:

22 22
15 3389
13 443
12 80
9 123

[ Y

Limited Time Beta Program Access: Censys Internet Intelligence Platform is here!

Ceﬂsgs Q Hosts v | &% | 140.112.41.0/24 x
i= Restulis lal Report
Host Filters Hosts

Results: 60 Time: 0.01s

(< 140.112.41.218 (mil.ee.ntu.edu.tw)
NTU-TW National Taiwan University (17716)
(authentication ) (_remote-access )

22/SSH BO/HTTP
5900/VNC 22000/UNKNOWN

Taiwan, Taiwan

88/KERBEROS 137/NETBIOS

(5 140.112.41.52 (gestalt.ee.ntu.edu.tw)
Linux NTU-TW National Taiwan University (17716)

remote-access ) ( vue.js ) network-administration

Taiwan, Taiwan

22/85H 80/HTTP 111/PORTMAP 111/PORTMAP
137/NETBIOS 389/LDAP 443/HTTP 636/LDAP
3260/ISCSI 3265/UNKNOWN 5000/HTTP 5001/HTTP

(< 140.112.41.230 (telstar.ee.ntu.edu.tw)
NTU-TW National Taiwan University (17716)
(remote-access) (network-adm inistratio n)

222/SSH

5663 5/UNKNOWN

Microsoft Windows Taiwan, Taiwan

3389/RDP 17500/UNKNOWN 56435/UNKNOWN

(< 140.112.41.19 (xdn41019.ee.ntu.edu.tw)

NTU-TW National Taiwan University (17716)
80/HTTP A43/HTTP

Taiwan, Taiwan

(< 140.112.41.219 (xdn410219.ee.ntu.edu.tw)

NTU-TW National Taiwan University (17716)
(authentication ) (remote-access )

Taiwan, Taiwan

Try it first!—

)_ e

& Docs & Subscriptions

443/HTTP

123/NTP
873/UNKNOWN

5653 5/UNKNOWN




1 : nmap

EEF #85E #I(0) wEN =B
ethod="table" conf="2"V>«/ports
Eort protocol="tcp" portid="6281"><gtate gtate="open" reagon="syn-ack" reason_ttl1="60"/></port>
portas
times srtt="728" rttvar="507" to="100000"/=
thogts
- host starttine="1735032420" endtime="1735635002"><atatuy gtate="up" reagon="echo-reply" reazon_ttl="00"/>
l-address addr="140.112.41.53" addrtype="ipvd"/=

1 j=].T hoztnanes:s

e [ oo tnane nane="xdndlo523 . ee.ntu.edu.ty" type="PTR" />
o/ hostnaness
b-portes<extraports atate="clozed" count="H5530":
eXtrareasons reason="reset" count="65530" proto="tcp" porta="1-21,23-110,112-134,136-138, 140-444,446-65535" /=
fextraportas
g-port protocol="tcp" portid="22"><gtate state="open" reazon="syn-ack" reason_ttl="60"/><zervice name="gszh"
ethod="table" conf="3"/></port=
port protocol="tcp" portid="111"><gtate state="open" reason="svn-ack" reazon ttl="60"/=<zervice name="rpchind"
ethod="table" conf="3"/></ports
port protocol="tcp" portid="135"><gtate gtate="filtered" reagon="no-rezponze" reagon_ttl="0"/><zervice name="mzrpc"
ethod="table" conf="3"/></port=
port protocol="tcp" portid="139"s><gtate state="filtered" reazon="no-reszponse" reamon ttl="0"/><gervice name="netbioz-
== nethod="table" conf="3"/></port>
port protocol="tcp" portid="445"=«<ztate gtate="filtered" reazon="no-rezponze" reazon_ttl="0"[/><zervice
ame="nicrozsoft-ds" method="table" conf="3"/=</port>
fportes
g-tines srtt="546" rttvar="535" to="100000"/>
thoats
host starttime="1735632420" endtime="1735634953"><atatus state="up" reason="echo-reply" reason_ttl="60"/=
address addr="140.112.41.54" addrtype="ipvd"/>
hogtnaness=
hoztname namne="xdndlo54.ee.ntu.edu.tv" type="FTR"/>
{hogtnanes:
porte=<extraports state="clozed" count="65530"=
0 I . -extrareasons reason="reset" count="65530" prote="tcp" ports="1-21,23-110,112-134,136-138, 140-444,446-65535" />
.-1--1- RN cxtraportes
port protocol="tcp" portid="22"»<gtate state="open" reazon="gvn-ack" reason_ttl="60"/=<zervice name="zsh"
ethod="table" conf="3"/=</ports
port protocol="tcp" portid="111"><gtate state="open" reason="gwn-ack" reason_ttl="60"/=<zervice name="rpchind"
ethod="table" conf="3"/></ports
port protocol="tcp" portid="135"=<gtate gtate="filtered" reason="no-regponze" reagon_ttl="0"/>=<gervice name="msrpc"
ethod="table" conf="3"/=</ports
port protocol="tcp" portid="139"><gtate state="filtered" reazon="no-reszponse" reamon_ttl="0"/><gervice name="netbioz-
ran method="table" conf="3"/=</port>
port protocol="tcp" portid="445"=<gtate gtate="filtered" reagon="no-rezponze" reagon_ttl="0"/><gervice
ame="nicrozoft-da" method="table" conf="3"/=</port:
fportes

nmap -p- -oX D:\output.log 140.112.41.0/25
https://nmap.org/
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o NTUhR S F514%
« DESKTOP-5A1234S

LN

S

¥

Billax Ry 2 EE A -

a5 Bl (OT
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B 25 1A)

Bl e ERYERR - M REEBELEHERIFB R EE4R (65013 » 65012) °
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48 B EN R/ Z TN RE B #1515

ER&EENE
DNS Server
YA
EEYEE-H ]

IRIEZRM
B EGEIREME(AP)/IEH2S
HREFER
BB = 2R (EMS)
AR ERNAS




]
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[

=S IEIRRZE

* 1§ Fﬁ %E 'H:H' N j:f:l": 1’E %E 'H:H' ¥ asus Router GT-AX11000 FRSHE

48 WP TH @M M EE BE G ES
o Goog I ﬁﬂi%ﬁﬁﬁﬂ’?m

b GUI)?

Hladmin] - (FEE: a. theEHTE

—
- BEFEREXKIERTE
o IR 4EERVIEAR YN T SR
« Microsoft RDPizi#m &£ E (3389)
« TeamViewer(5938)
 telnet(23) - SSH(22)
- SRIEEE/TE(8O - 443 - 8443)
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0 EIRIPRZ221134F 10 B E 113 &£ 11B{n: F|iSHRE1228, FHUT o

IP E 43 5 U E on

140.112 SR EmEGH Bl V7 =i A ASUS Wireless Router RT-AC1500UHP
140.112 A EEP B/ EEAS ASUS Wireless Router RT-AX88U

140.112 AT B ASUS Wireless Router R8000P
140.112. GAEEH BV N ASUS Wireless Router GT-AX11000

140.112 SR EmEGH Bl V7 =i A ASUS Wireless Router RT-AX1800HP
140.112. SA BT Bl V7 =i A ASUS Wireless Router RT-AX3000

140.112 A EEP B/ EEAS ASUS Wireless Router RT-AC58U
140.112. =Ny ==l B ASUS Wireless Router RT-AX1800S

140.112 GAEEH BV N ASUS Wireless Router RT-AC52
140.112. A B BV pN- ASUS Wireless Router RT-AX57 Go
140.112.] =N =l BV N ASUS Wireless Router GT-AX11000 Pro
140.112.] oA EEP O B/ EEAS ASUS Wireless Router RT-AX1800S
140.112.1 AT BV N Linksys WRT45G modified dropbear sshd
140.112 ] A EET BV N ASUS Wireless Router RT-AC51U

140.112 SR EmEGH Bl V7 =i A ASUS Wireless Router RT-AC1200

140.112 SA R BV N ASUS Wireless Router RT-N12HP B1
140.112 AP B/ EE AR ASUS Wireless Router RT-AX1800S

140.112 AT BV N ASUS Wireless Router RT-AX88U Pro
140.112 GAEEH BV N ASUS Wireless Router RT-AC1200 V2
140.112 SR EmEGH Bl V7 =i A ASUS Wireless Router RT-AC68U

140.112 SA R BV N ASUS Wireless Router RT-AC53

140.112 SA RGN [Bii7 Bk 2 ASUS Wireless Router ZenWiFi AX Mini
140.112 (PN LA e ASUS Wireless Router RT-N18U_ &/
140.112 GAEEH BV N ASUS Wireless Router TUF-AX5400 [[ x =

140.112 aAEE L BN ASUS Wireless Router RT-AC66U B1 —

21



1105 Nmap scan report for Aw (148

Host is up (0.0060s latency).

PORT STATE SERVICE
21/tcp B ftp

| fip-anon: Anonymous FTP login allowed (FTP code 230)

| _Can' listing: TIMEOUT
2121 f roxy-ftp

Nnap scan report for tw (148.
Host is up (0.0060s latency).

SERVICE
ftp
iltered ccproxy-ftp

1 Nnap scan report for
2 Host is up (0.0056s latency

PORT STATE SERVICE
open ftp
n: Anonymous FTP login allowed (FTP code
1 jinist Administ 80669 Dec
TWXTWXrwX hen en Jan
WX PWX rwX hen jen 91217 Jan
X FwWX hen en lan
WXTWXIWX hen jen
~TWXTWXTY h jen
~TWXYWX WX J en
TWXTWX W
~TWXTWXTWX
~TWXTWX L
WX rWX WX
WX WX
K rwWX rwx
=TWXTWX

W WX EWX

-~ WXIWX
~PWXTWXIWX
~TWX TWX WX
~TWXTWX WX

PWXrWXrwx

WX WX FWX

PwWXTWxrwx
WX FWX rwx

TWX WX FWX

ERAGR:IEE’ASOC

\xES.pdf [
AXE7.pdf [
\XAS

-2.

1 Operation successful

~/Desktop/ftp scan

Connected

220 FTP Uti
Name (1498.13
331 Passwor

69
required

Conne

220 FTP Utility FTF

Name (163.17.181.40

331 ¥ Tor ano
p

1.90) ready.

CPHRATERBAASEZMARA » ARHIHEMNETZ 8 WEE 3t TR

B
i e WK
Ao BEA(Tax)NT : 0

4o £ 4% % (Premium) NT : 0

it

1 Nmap scan
2 Nmap scan
3 Nmap scan
4 Nmap scan
5 Nmap scan
6 Nmap scan
7 Nmap scan
8 Nmap scan
)

A8 3% /Receipt

varm 124 o e

earch View

B C x

report
report
report
report
report
report
report
report

(1120101 #F£)

#& 11 & $A(Amount Before Tax Deducted)NT : -'0
4 47 4 $A(Amount Afier Tax Deducted)NT : lll0

BB A \
/Receiver  |(m&A

case sign your name here.)

= =

( L # # M Workplace)

oo

{ IR &% ¢ 1% & ¥ @/ Phonc or Cell No.)

10 U anonymous ed 1n,
ftp> guit
221 odbye,

REA [,

Of+BermF kg8
] s A7l 7047 86 6 RS

~/Desktop/ftp sq
140
Connected to 140
20 FUJI

Name (140.137.4

Remot

1. #— i3

{Alien Resident Certificate ID No.)

SrEAS

L} L RS N

2. B IR

LEN L XS A 2]

BIRTH YEAR | MONTH DATE

WHALLFETRE
[ FIRST TWD LETTERS
GIVEN OF NAME )

T

Using binary mode to tran
ftp> quit
221 odbye

~/Desktop/fip s

3o I - o

(RPEZHREABEZ /NP, BERBARIFFRY
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HP Color LaserJet M653

HP Color LaserJet M653
—f% HI|ET FERA R HERR e oy e HP Web Jiz 75 AL

(P T 2 wL}L/Lﬁ Pifﬁﬁﬂ'}

P LA E B RS - DA 1L AR REAY (5 Al & (6 iBsas e S8 5 s P fl il F P HUB R E B B R EAIVTHEE - St RACEN VI E BB RS -
e s T i

R ¥ &40

e N e e admin

- 9 Rl HER S
fsli HERALE -

BERAR. B EZBELE X



TR &R MR 315 25

KYOCERdD

M50 &

Command Center X

l English

[ | Auto-refresh

Admin Login

Account Login
Q User Name
._J I“‘“““““

Password
l |

| Login 7

Printer

Scanner

% Device Information »

"g Job Status >

@Links

Source

Cassette 1

MP Tray

Color

Black
Cyan
Magenta
Yellow

Waste Toner

Status Message

Status
@

@

Type Capacity
A4 U Plain 250
A5-R U Plain 50

Status
| 85%
i 32%
== 35%
24%
OK

Sleeping...

Sleeping...

Ready.

Sleeping...

A (A8 ESEN

Model : ECOSYS M5520cdn
Host Name : IR GE

Location ._1

Last Updated :
2023/04/22 12:08:30

= 1)

< |
Y (4
Y -
¥ Gmkj ECOSYS M5520cdn default password X L @ Q
Y
Q=8 QER MER WY B #HH =

K7 446 EIER (UBIH

The default login is Admin (capital A) for both the Username and PW. If
the issue persists, try a different browser.

Status

ERIR 25 8 & 2 B E B



}%ﬁ RIESE BT 2 A (SR )

|

Username:

Password:

BERAR. B EZBELE X

& VACE=RON

FRERIRSR: admin
R BEE: admin

2.2 (FAIAIMEE A IP Camera
FESRIEE32 - TEIBUEDIMRA IPCam 8Y IP(FEERA 192.168.1.221)

SRS SREH WAV ENARA TAT e

Wedowm 280
PAC AR 192 168 12

i —

ETRnEs

SFrRRENEER

[» ] ° CAM 1
[» ] ° CAM 2
[» ] ° CAM 3
[» ] ° CAM 4

Version

Video In: 4
Alarm In: 0

Alarm Output: 0

Audio In: 4

Build Date:2017/3/9 15:24:42

System
V4.02.R11.41400142,12201.131000.00000
Serial ID: d1a916a71276539

ok




Router(i&Hz3) CVE 5534

D-Link IS 23 R &L ERZEAY RCE (CVE-2019-16920)
Nessus Plugin ID 166889

ok
o

\
»
o
=R

e Mk AREE 283

= Plugin ¥4 &
EREEREI — EARER BRI - [B=E: crvcal |
fe ID: 166889

R D-Link I 2 8| —EiEIRIZ NI N T8 85528  D-Link Za7 (4] DIR-655C - DIR-866L - DIR-652 #] RBERR: d-link_router_FG-VD-18-117.nasl
DHP-1565) 4P 55 1#& EEIREVBRITRE | BURERCEWMABZEETEN—RIEARN PingTest

+ $ -o—.» B O A4 — - e ¥ : ]
LEBTRENER TEIEEDE AEZEAOBRGSHA  DIREARRE - 4k EEE O]
SIBUEBOFZE TS ER : DIR-855L ~ DAP-1533 - DIR-862L -|DIR-615]° DIR-835 A1l DIR-825 B|R: remote
HER - Nessus WARMBILMAEE - R ERIBIEHBSRMESORIELHIE #31: CGl abuses
RS 8% BM8: 2022
AHRBRZTEORE EMBM: 2022/1/3

Pizsapn 2l P AR

https://www.seebug.org/vuldb/ssvid-98079 CVSSv2
https://www.kb.cert.org/vuls/id/ 766427 BRRER: Critical
https://www.fortiguard.com/zeroday/FG-VD-19-117 BEHM: 10 .

IR/t : CVSS2#AV:N/AC:L/AU:N/C:C/1:C/A:C

BRAR A B A EZ BB K

httos://www.tenable.com/pluains/nessus/166889



Router(i&H28) CVE 55255858 (PoC)

/iot
CVE-2019-16920.py 192.168.0.1 80 ping%20192.168.0.101
[*]Sending payload
[*]Exploited!

/iot

ethl 1cmp
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on ethl, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
02:56:29.879792 IP 192.168.0.101 > router.dlink.com: ICMP echo request, id 19797, seq 1, length 64
02:56:29.880554 IP router.dlink.com > 192.168.0.101: ICMP echo reply, id 19797, seq 1, length 64
02:56:30.887921 IP 192.168.0.101 > router.dlink.com: ICMP echo request, id 19797, seq 2, length 64
02:56:30.888777 IP router.dlink.com > 192.168.0.101: ICMP echo reply, id 19797, seq 2, length 64

ERRIRHEAELZ L E X
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psplEHR AR TE'QM = h 4 3 3 . ,!I

linfosaesy

il i 8

« TVN (Eng| ek A EEE ':C_jl ENGLISH
« TVN &3 Cleo | ZREZRE | CVH
CVE-2024-50623 | 13
2 Yonder | Termite

MERE & B [HEEEiEH]

EE|CleoZH5F HEZREH
"™ %60
TVN-2024110 EEGOP?%%_;F
TVN-2024110) e /N ] 47 4 S EE]

TVN-2024110 £-F |L—FE IT-RIE#E

202442 | LSS Apache Struts 2FE R IRI(CVE-2024-53677) » BRI EIITE

RIEE LR 4Hi5Bled

Computer ~ Security

TVN-2024110

TVN-2024110

TVN-2024110
20 i

TVN-2024110

2024-12- UREEE] DEEE oHEEES. - Reflected Cross-site Scripting to RCE
TVN-2024110

17
TVN-2024110

R _ . 3 [EETEEE] 3% M DreamMaker Z Arbitrary File Upload through Path Traversal
TVN-2024110 =4 | Cisco | Wk 2024-12

02

TVN-2024110 Eﬂﬂﬁ-‘r% uﬂﬁ |
TVN-2024110 Bﬁﬁﬁﬁ Snan 502411 || USR] WordPressihitReally Simple Security iz RiR(CVE-2024-
TVN-2024110 ;ﬁsphlnk SIE 21 10024) » BRI ETTISN
https:
TVR204To EREI2ZE16HEH 202a-11- | UEFEE] GERHEOVCTHRIGHATES BEAERER Ips AT -tWCGI’t. org tw/ .
Smaphtiack » BEE : https://www.ithome.com .tw/se_curltv
s https://cert.tanet.edu.tw/prog/index.php
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